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STATE OF THE UNIFORM
ASSUMPTIONS OF THE ATTACKS

BOUNDARIES:


STATIC:


EXACT RESPONSES:


QUERY DISTRIBUTION:


No updates in the database

Known boundaries α and β

No false positives records or missing records

17
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• Non-parametric


• Frequency of each token as input


• Based on bias reduction, order decided based on the sample

JACKKNIFE

VALIANT-VALIANT
• Non-parametric


• Frequency of each token as input


• “Simplest Histogram”

ESTIMATORS
LET’S TALK ABOUT SUPPORT SIZE
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Answer: From Frequencies of tokens we can estimate the 
product of pairwise distances
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<latexit sha1_base64="t3zHsuSWYYNJnRFwhMGBpGexpbA=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5gJAc1BCHrxkEMEs0AyDD09naRJz0J3jRKH4K948aCIV//Dm39jJ5mDJj4oeLxXRVU9LxZcgWV9G7mV1bX1jfxmYWt7Z3fP3D9oqSiRlDVpJCLZ8YhigoesCRwE68SSkcATrO2Nrqd++55JxaPwDsYxcwIyCHmfUwJacs2j3gP32ZBAWnetulueXJarlmsWrZI1A14mdkaKKEPDNb96fkSTgIVABVGqa1sxOCmRwKlgk0IvUSwmdEQGrKtpSAKmnHR2/QSfasXH/UjqCgHP1N8TKQmUGgee7gwIDNWiNxX/87oJ9C+clIdxAiyk80X9RGCI8DQK7HPJKIixJoRKrm/FdEgkoaADK+gQ7MWXl0mrXLIrpeptpVi7yuLIo2N0gs6Qjc5RDd2gBmoiih7RM3pFb8aT8WK8Gx/z1pyRzRyiPzA+fwD9wZRJ</latexit>

Support Size Estimation 
on Tokens


29
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Plaintext:
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[L0L1 = 350

<latexit sha1_base64="BXObx1ERo7nqjsa243PHHdCEGXQ=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5jRiHoQgl485BDBLJAMQ09PJWnSs9Ddo8Qh+CtePCji1f/w5t/YSeagiQ8KHu9VUVXPizmTyrK+jdzC4tLySn61sLa+sbllbu80ZJQICnUa8Ui0PCKBsxDqiikOrVgACTwOTW9wPfab9yAki8I7NYzBCUgvZF1GidKSa+51HpgPfaLSqmtVXXt0eXJquWbRKlkT4HliZ6SIMtRc86vjRzQJIFSUEynbthUrJyVCMcphVOgkEmJCB6QHbU1DEoB00sn1I3yoFR93I6ErVHii/p5ISSDlMPB0Z0BUX856Y/E/r52o7rmTsjBOFIR0uqibcKwiPI4C+0wAVXyoCaGC6Vsx7RNBqNKBFXQI9uzL86RxXLLLpYvbcrFylcWRR/voAB0hG52hCrpBNVRHFD2iZ/SK3own48V4Nz6mrTkjm9lFf2B8/gD3qpRF</latexit>

[L1L2 = 1015

<latexit sha1_base64="jiKJTWe4r07N//KjlBBZcojic+M=">AAAB/nicbVBNS8NAEN3Ur1q/ouLJy2IRPJVsqagHoejFQw8VbCu0IWw2m3bpZhN2N0oJBf+KFw+KePV3ePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZhaXllda24XtrY3NresXf32ipOJaEtEvNY3vtYUc4EbWmmOb1PJMWRz2nHH15P/M4DlYrF4k6PEupGuC9YyAjWRvLsg94jC+gA66zhoYZXHV8iB516dtmpOFPARYJyUgY5mp791QtikkZUaMKxUl3kJNrNsNSMcDou9VJFE0yGuE+7hgocUeVm0/PH8NgoAQxjaUpoOFV/T2Q4UmoU+aYzwnqg5r2J+J/XTXV47mZMJKmmgswWhSmHOoaTLGDAJCWajwzBRDJzKyQDLDHRJrGSCQHNv7xI2tUKqlUubmvl+lUeRxEcgiNwAhA4A3VwA5qgBQjIwDN4BW/Wk/VivVsfs9aClc/sgz+wPn8AbeyUgA==</latexit>

[L0L2 = 290

<latexit sha1_base64="t3zHsuSWYYNJnRFwhMGBpGexpbA=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5gJAc1BCHrxkEMEs0AyDD09naRJz0J3jRKH4K948aCIV//Dm39jJ5mDJj4oeLxXRVU9LxZcgWV9G7mV1bX1jfxmYWt7Z3fP3D9oqSiRlDVpJCLZ8YhigoesCRwE68SSkcATrO2Nrqd++55JxaPwDsYxcwIyCHmfUwJacs2j3gP32ZBAWnetulueXJarlmsWrZI1A14mdkaKKEPDNb96fkSTgIVABVGqa1sxOCmRwKlgk0IvUSwmdEQGrKtpSAKmnHR2/QSfasXH/UjqCgHP1N8TKQmUGgee7gwIDNWiNxX/87oJ9C+clIdxAiyk80X9RGCI8DQK7HPJKIixJoRKrm/FdEgkoaADK+gQ7MWXl0mrXLIrpeptpVi7yuLIo2N0gs6Qjc5RDd2gBmoiih7RM3pFb8aT8WK8Gx/z1pyRzRyiPzA+fwD9wZRJ</latexit>

Support Size Estimation 
on Tokens


Choose Lengths that agree with 
the Estimations
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OVERVIEW OF THE ATTACK

Plaintext:

Tokens for

Tokens for

Tokens for

Fr
eq

ue
nc

y
Fr

eq
ue

nc
y

Fr
eq

ue
nc

y

[L0L1 = 350

<latexit sha1_base64="BXObx1ERo7nqjsa243PHHdCEGXQ=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5jRiHoQgl485BDBLJAMQ09PJWnSs9Ddo8Qh+CtePCji1f/w5t/YSeagiQ8KHu9VUVXPizmTyrK+jdzC4tLySn61sLa+sbllbu80ZJQICnUa8Ui0PCKBsxDqiikOrVgACTwOTW9wPfab9yAki8I7NYzBCUgvZF1GidKSa+51HpgPfaLSqmtVXXt0eXJquWbRKlkT4HliZ6SIMtRc86vjRzQJIFSUEynbthUrJyVCMcphVOgkEmJCB6QHbU1DEoB00sn1I3yoFR93I6ErVHii/p5ISSDlMPB0Z0BUX856Y/E/r52o7rmTsjBOFIR0uqibcKwiPI4C+0wAVXyoCaGC6Vsx7RNBqNKBFXQI9uzL86RxXLLLpYvbcrFylcWRR/voAB0hG52hCrpBNVRHFD2iZ/SK3own48V4Nz6mrTkjm9lFf2B8/gD3qpRF</latexit>

[L1L2 = 1015

<latexit sha1_base64="jiKJTWe4r07N//KjlBBZcojic+M=">AAAB/nicbVBNS8NAEN3Ur1q/ouLJy2IRPJVsqagHoejFQw8VbCu0IWw2m3bpZhN2N0oJBf+KFw+KePV3ePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZhaXllda24XtrY3NresXf32ipOJaEtEvNY3vtYUc4EbWmmOb1PJMWRz2nHH15P/M4DlYrF4k6PEupGuC9YyAjWRvLsg94jC+gA66zhoYZXHV8iB516dtmpOFPARYJyUgY5mp791QtikkZUaMKxUl3kJNrNsNSMcDou9VJFE0yGuE+7hgocUeVm0/PH8NgoAQxjaUpoOFV/T2Q4UmoU+aYzwnqg5r2J+J/XTXV47mZMJKmmgswWhSmHOoaTLGDAJCWajwzBRDJzKyQDLDHRJrGSCQHNv7xI2tUKqlUubmvl+lUeRxEcgiNwAhA4A3VwA5qgBQjIwDN4BW/Wk/VivVsfs9aClc/sgz+wPn8AbeyUgA==</latexit>

[L0L2 = 290

<latexit sha1_base64="t3zHsuSWYYNJnRFwhMGBpGexpbA=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5gJAc1BCHrxkEMEs0AyDD09naRJz0J3jRKH4K948aCIV//Dm39jJ5mDJj4oeLxXRVU9LxZcgWV9G7mV1bX1jfxmYWt7Z3fP3D9oqSiRlDVpJCLZ8YhigoesCRwE68SSkcATrO2Nrqd++55JxaPwDsYxcwIyCHmfUwJacs2j3gP32ZBAWnetulueXJarlmsWrZI1A14mdkaKKEPDNb96fkSTgIVABVGqa1sxOCmRwKlgk0IvUSwmdEQGrKtpSAKmnHR2/QSfasXH/UjqCgHP1N8TKQmUGgee7gwIDNWiNxX/87oJ9C+clIdxAiyk80X9RGCI8DQK7HPJKIixJoRKrm/FdEgkoaADK+gQ7MWXl0mrXLIrpeptpVi7yuLIo2N0gs6Qjc5RDd2gBmoiih7RM3pFb8aT8WK8Gx/z1pyRzRyiPzA+fwD9wZRJ</latexit>

Support Size Estimation 
on Tokens


Choose Lengths that agree with 
the Estimations


min
L0,L1,L2

�
(L0 · L1 � 350)2 + (L1 · L2 � 1015)2 � (L0 · L2 � 290)2

�

<latexit sha1_base64="2mRLFmWVfLXopBXLkUiSN/Vge2w="></latexit>

s.t.
X

Li = N

<latexit sha1_base64="RZiSLpNwxvRWtiGgDs0HQRVLkRM=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXIVECupCKLpxIVLBPqAJYTKdtENnMmFmIpbYhb/ixoUibv0Nd/6N08dCWw9cOJxzL/feE6WMKu2631ZhYXFpeaW4Wlpb39jcsrd3GkpkEpM6FkzIVoQUYTQhdU01I61UEsQjRppR/3LkN++JVFQkd3qQkoCjbkJjipE2Umjv+TwSD7lytAOHvso4vA7p+U1ol13HHQPOE29KymCKWmh/+R2BM04SjRlSqu25qQ5yJDXFjAxLfqZIinAfdUnb0ARxooJ8fP8QHhqlA2MhTSUajtXfEzniSg14ZDo50j01643E/7x2puPTIKdJmmmS4MmiOGNQCzgKA3aoJFizgSEIS2puhbiHJMLaRFYyIXizL8+TxrHjVZyz20q5ejGNowj2wQE4Ah44AVVwBWqgDjB4BM/gFbxZT9aL9W59TFoL1nRmF/yB9fkD9+CVcA==</latexit>

Li � 0

<latexit sha1_base64="SMQtJF2bxGnxqqBHOZRXtUWjglM=">AAAB8HicbVA9SwNBEJ2LXzF+RS1tFoNgFe4koHZBGwuLCOZDkiPsbSbJkr29c3dPCEd+hY2FIrb+HDv/jZvkCk18MPB4b4aZeUEsuDau++3kVlbX1jfym4Wt7Z3dveL+QUNHiWJYZ5GIVCugGgWXWDfcCGzFCmkYCGwGo+up33xCpXkk7804Rj+kA8n7nFFjpYfbLu8M8JG43WLJLbszkGXiZaQEGWrd4lenF7EkRGmYoFq3PTc2fkqV4UzgpNBJNMaUjegA25ZKGqL209nBE3JilR7pR8qWNGSm/p5Iaaj1OAxsZ0jNUC96U/E/r52Y/oWfchknBiWbL+ongpiITL8nPa6QGTG2hDLF7a2EDamizNiMCjYEb/HlZdI4K3uV8uVdpVS9yuLIwxEcwyl4cA5VuIEa1IFBCM/wCm+Ocl6cd+dj3ppzsplD+APn8wfwWI/d</latexit>
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[L0L1 = 350

<latexit sha1_base64="BXObx1ERo7nqjsa243PHHdCEGXQ=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5jRiHoQgl485BDBLJAMQ09PJWnSs9Ddo8Qh+CtePCji1f/w5t/YSeagiQ8KHu9VUVXPizmTyrK+jdzC4tLySn61sLa+sbllbu80ZJQICnUa8Ui0PCKBsxDqiikOrVgACTwOTW9wPfab9yAki8I7NYzBCUgvZF1GidKSa+51HpgPfaLSqmtVXXt0eXJquWbRKlkT4HliZ6SIMtRc86vjRzQJIFSUEynbthUrJyVCMcphVOgkEmJCB6QHbU1DEoB00sn1I3yoFR93I6ErVHii/p5ISSDlMPB0Z0BUX856Y/E/r52o7rmTsjBOFIR0uqibcKwiPI4C+0wAVXyoCaGC6Vsx7RNBqNKBFXQI9uzL86RxXLLLpYvbcrFylcWRR/voAB0hG52hCrpBNVRHFD2iZ/SK3own48V4Nz6mrTkjm9lFf2B8/gD3qpRF</latexit>

[L1L2 = 1015

<latexit sha1_base64="jiKJTWe4r07N//KjlBBZcojic+M=">AAAB/nicbVBNS8NAEN3Ur1q/ouLJy2IRPJVsqagHoejFQw8VbCu0IWw2m3bpZhN2N0oJBf+KFw+KePV3ePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZhaXllda24XtrY3NresXf32ipOJaEtEvNY3vtYUc4EbWmmOb1PJMWRz2nHH15P/M4DlYrF4k6PEupGuC9YyAjWRvLsg94jC+gA66zhoYZXHV8iB516dtmpOFPARYJyUgY5mp791QtikkZUaMKxUl3kJNrNsNSMcDou9VJFE0yGuE+7hgocUeVm0/PH8NgoAQxjaUpoOFV/T2Q4UmoU+aYzwnqg5r2J+J/XTXV47mZMJKmmgswWhSmHOoaTLGDAJCWajwzBRDJzKyQDLDHRJrGSCQHNv7xI2tUKqlUubmvl+lUeRxEcgiNwAhA4A3VwA5qgBQjIwDN4BW/Wk/VivVsfs9aClc/sgz+wPn8AbeyUgA==</latexit>

[L0L2 = 290

<latexit sha1_base64="t3zHsuSWYYNJnRFwhMGBpGexpbA=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5gJAc1BCHrxkEMEs0AyDD09naRJz0J3jRKH4K948aCIV//Dm39jJ5mDJj4oeLxXRVU9LxZcgWV9G7mV1bX1jfxmYWt7Z3fP3D9oqSiRlDVpJCLZ8YhigoesCRwE68SSkcATrO2Nrqd++55JxaPwDsYxcwIyCHmfUwJacs2j3gP32ZBAWnetulueXJarlmsWrZI1A14mdkaKKEPDNb96fkSTgIVABVGqa1sxOCmRwKlgk0IvUSwmdEQGrKtpSAKmnHR2/QSfasXH/UjqCgHP1N8TKQmUGgee7gwIDNWiNxX/87oJ9C+clIdxAiyk80X9RGCI8DQK7HPJKIixJoRKrm/FdEgkoaADK+gQ7MWXl0mrXLIrpeptpVi7yuLIo2N0gs6Qjc5RDd2gBmoiih7RM3pFb8aT8WK8Gx/z1pyRzRyiPzA+fwD9wZRJ</latexit>

Support Size Estimation 
on Tokens


Choose Lengths that agree with 
the Estimations


min
L0,L1,L2

�
(L0 · L1 � 350)2 + (L1 · L2 � 1015)2 � (L0 · L2 � 290)2

�

<latexit sha1_base64="2mRLFmWVfLXopBXLkUiSN/Vge2w="></latexit>

s.t.
X

Li = N

<latexit sha1_base64="RZiSLpNwxvRWtiGgDs0HQRVLkRM=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXIVECupCKLpxIVLBPqAJYTKdtENnMmFmIpbYhb/ixoUibv0Nd/6N08dCWw9cOJxzL/feE6WMKu2631ZhYXFpeaW4Wlpb39jcsrd3GkpkEpM6FkzIVoQUYTQhdU01I61UEsQjRppR/3LkN++JVFQkd3qQkoCjbkJjipE2Umjv+TwSD7lytAOHvso4vA7p+U1ol13HHQPOE29KymCKWmh/+R2BM04SjRlSqu25qQ5yJDXFjAxLfqZIinAfdUnb0ARxooJ8fP8QHhqlA2MhTSUajtXfEzniSg14ZDo50j01643E/7x2puPTIKdJmmmS4MmiOGNQCzgKA3aoJFizgSEIS2puhbiHJMLaRFYyIXizL8+TxrHjVZyz20q5ejGNowj2wQE4Ah44AVVwBWqgDjB4BM/gFbxZT9aL9W59TFoL1nRmF/yB9fkD9+CVcA==</latexit>

Li � 0

<latexit sha1_base64="SMQtJF2bxGnxqqBHOZRXtUWjglM=">AAAB8HicbVA9SwNBEJ2LXzF+RS1tFoNgFe4koHZBGwuLCOZDkiPsbSbJkr29c3dPCEd+hY2FIrb+HDv/jZvkCk18MPB4b4aZeUEsuDau++3kVlbX1jfym4Wt7Z3dveL+QUNHiWJYZ5GIVCugGgWXWDfcCGzFCmkYCGwGo+up33xCpXkk7804Rj+kA8n7nFFjpYfbLu8M8JG43WLJLbszkGXiZaQEGWrd4lenF7EkRGmYoFq3PTc2fkqV4UzgpNBJNMaUjegA25ZKGqL209nBE3JilR7pR8qWNGSm/p5Iaaj1OAxsZ0jNUC96U/E/r52Y/oWfchknBiWbL+ongpiITL8nPa6QGTG2hDLF7a2EDamizNiMCjYEb/HlZdI4K3uV8uVdpVS9yuLIwxEcwyl4cA5VuIEa1IFBCM/wCm+Ocl6cd+dj3ppzsplD+APn8wfwWI/d</latexit>

min
X0,X1,X2

�
(X0 +X1 � log 350)2 + (X1 +X2 � log 1015)2 � (X0 +X2 � log 290)2

�

<latexit sha1_base64="/iL72miW//bb8v+jjddYIyG+GVk="></latexit>

s.t.
X

Xi = logN

<latexit sha1_base64="EVRJHxn7BoSEa0NE7+KYigzEs3A=">AAACBHicbVDLSsNAFJ3UV62vqMtuBovgKiQiqAuh6MaVVLAPaEKYTCft0JlMmJmIJXThxl9x40IRt36EO//GaZuFth64cDjnXu69J0oZVdp1v63S0vLK6lp5vbKxubW9Y+/utZTIJCZNLJiQnQgpwmhCmppqRjqpJIhHjLSj4dXEb98TqahI7vQoJQFH/YTGFCNtpNCu+jwSD7lytAPHvso47IT0wmeiD29Cu+Y67hRwkXgFqYECjdD+8nsCZ5wkGjOkVNdzUx3kSGqKGRlX/EyRFOEh6pOuoQniRAX59IkxPDRKD8ZCmko0nKq/J3LElRrxyHRypAdq3puI/3ndTMdnQU6TNNMkwbNFccagFnCSCOxRSbBmI0MQltTcCvEASYS1ya1iQvDmX14krWPHO3HOb09q9csijjKoggNwBDxwCurgGjRAE2DwCJ7BK3iznqwX6936mLWWrGJmH/yB9fkDlCeXbA==</latexit>
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[L0L1 = 350

<latexit sha1_base64="BXObx1ERo7nqjsa243PHHdCEGXQ=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5jRiHoQgl485BDBLJAMQ09PJWnSs9Ddo8Qh+CtePCji1f/w5t/YSeagiQ8KHu9VUVXPizmTyrK+jdzC4tLySn61sLa+sbllbu80ZJQICnUa8Ui0PCKBsxDqiikOrVgACTwOTW9wPfab9yAki8I7NYzBCUgvZF1GidKSa+51HpgPfaLSqmtVXXt0eXJquWbRKlkT4HliZ6SIMtRc86vjRzQJIFSUEynbthUrJyVCMcphVOgkEmJCB6QHbU1DEoB00sn1I3yoFR93I6ErVHii/p5ISSDlMPB0Z0BUX856Y/E/r52o7rmTsjBOFIR0uqibcKwiPI4C+0wAVXyoCaGC6Vsx7RNBqNKBFXQI9uzL86RxXLLLpYvbcrFylcWRR/voAB0hG52hCrpBNVRHFD2iZ/SK3own48V4Nz6mrTkjm9lFf2B8/gD3qpRF</latexit>

[L1L2 = 1015

<latexit sha1_base64="jiKJTWe4r07N//KjlBBZcojic+M=">AAAB/nicbVBNS8NAEN3Ur1q/ouLJy2IRPJVsqagHoejFQw8VbCu0IWw2m3bpZhN2N0oJBf+KFw+KePV3ePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZhaXllda24XtrY3NresXf32ipOJaEtEvNY3vtYUc4EbWmmOb1PJMWRz2nHH15P/M4DlYrF4k6PEupGuC9YyAjWRvLsg94jC+gA66zhoYZXHV8iB516dtmpOFPARYJyUgY5mp791QtikkZUaMKxUl3kJNrNsNSMcDou9VJFE0yGuE+7hgocUeVm0/PH8NgoAQxjaUpoOFV/T2Q4UmoU+aYzwnqg5r2J+J/XTXV47mZMJKmmgswWhSmHOoaTLGDAJCWajwzBRDJzKyQDLDHRJrGSCQHNv7xI2tUKqlUubmvl+lUeRxEcgiNwAhA4A3VwA5qgBQjIwDN4BW/Wk/VivVsfs9aClc/sgz+wPn8AbeyUgA==</latexit>

[L0L2 = 290

<latexit sha1_base64="t3zHsuSWYYNJnRFwhMGBpGexpbA=">AAAB/XicbVDJSgNBEO2JW4zbuNy8NAbBU5gJAc1BCHrxkEMEs0AyDD09naRJz0J3jRKH4K948aCIV//Dm39jJ5mDJj4oeLxXRVU9LxZcgWV9G7mV1bX1jfxmYWt7Z3fP3D9oqSiRlDVpJCLZ8YhigoesCRwE68SSkcATrO2Nrqd++55JxaPwDsYxcwIyCHmfUwJacs2j3gP32ZBAWnetulueXJarlmsWrZI1A14mdkaKKEPDNb96fkSTgIVABVGqa1sxOCmRwKlgk0IvUSwmdEQGrKtpSAKmnHR2/QSfasXH/UjqCgHP1N8TKQmUGgee7gwIDNWiNxX/87oJ9C+clIdxAiyk80X9RGCI8DQK7HPJKIixJoRKrm/FdEgkoaADK+gQ7MWXl0mrXLIrpeptpVi7yuLIo2N0gs6Qjc5RDd2gBmoiih7RM3pFb8aT8WK8Gx/z1pyRzRyiPzA+fwD9wZRJ</latexit>

Support Size Estimation 
on Tokens


Choose Lengths that agree with 
the Estimations


min
L0,L1,L2

�
(L0 · L1 � 350)2 + (L1 · L2 � 1015)2 � (L0 · L2 � 290)2

�

<latexit sha1_base64="2mRLFmWVfLXopBXLkUiSN/Vge2w="></latexit>

s.t.
X

Li = N

<latexit sha1_base64="RZiSLpNwxvRWtiGgDs0HQRVLkRM=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXIVECupCKLpxIVLBPqAJYTKdtENnMmFmIpbYhb/ixoUibv0Nd/6N08dCWw9cOJxzL/feE6WMKu2631ZhYXFpeaW4Wlpb39jcsrd3GkpkEpM6FkzIVoQUYTQhdU01I61UEsQjRppR/3LkN++JVFQkd3qQkoCjbkJjipE2Umjv+TwSD7lytAOHvso4vA7p+U1ol13HHQPOE29KymCKWmh/+R2BM04SjRlSqu25qQ5yJDXFjAxLfqZIinAfdUnb0ARxooJ8fP8QHhqlA2MhTSUajtXfEzniSg14ZDo50j01643E/7x2puPTIKdJmmmS4MmiOGNQCzgKA3aoJFizgSEIS2puhbiHJMLaRFYyIXizL8+TxrHjVZyz20q5ejGNowj2wQE4Ah44AVVwBWqgDjB4BM/gFbxZT9aL9W59TFoL1nRmF/yB9fkD9+CVcA==</latexit>

Li � 0

<latexit sha1_base64="SMQtJF2bxGnxqqBHOZRXtUWjglM=">AAAB8HicbVA9SwNBEJ2LXzF+RS1tFoNgFe4koHZBGwuLCOZDkiPsbSbJkr29c3dPCEd+hY2FIrb+HDv/jZvkCk18MPB4b4aZeUEsuDau++3kVlbX1jfym4Wt7Z3dveL+QUNHiWJYZ5GIVCugGgWXWDfcCGzFCmkYCGwGo+up33xCpXkk7804Rj+kA8n7nFFjpYfbLu8M8JG43WLJLbszkGXiZaQEGWrd4lenF7EkRGmYoFq3PTc2fkqV4UzgpNBJNMaUjegA25ZKGqL209nBE3JilR7pR8qWNGSm/p5Iaaj1OAxsZ0jNUC96U/E/r52Y/oWfchknBiWbL+ongpiITL8nPa6QGTG2hDLF7a2EDamizNiMCjYEb/HlZdI4K3uV8uVdpVS9yuLIwxEcwyl4cA5VuIEa1IFBCM/wCm+Ocl6cd+dj3ppzsplD+APn8wfwWI/d</latexit>

w0,1

<latexit sha1_base64="+HRnu5OeenAy0SIflRZz5rnGeog=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4kJJIQb0VvXisYD+gDWWznbRLN5uwu1FK6I/w4kERr/4eb/4bt20O2vpg4PHeDDPzgkRwbVz321lZXVvf2CxsFbd3dvf2SweHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWMbqd+6xGV5rF8MOME/YgOJA85o8ZKrade5p57k16p7FbcGcgy8XJShhz1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns3Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzyMy6T1KBk80VhKoiJyfR30ucKmRFjSyhT3N5K2JAqyoxNqGhD8BZfXibNi4pXrVzfV8u1mzyOAhzDCZyBB5dQgzuoQwMYjOAZXuHNSZwX5935mLeuOPnMEfyB8/kDq4GPJw==</latexit>

w1,2

<latexit sha1_base64="Hr7wBKbARVwXX1WJcCyNpDz4ZPA=">AAAB7nicbVDLSgNBEOyNrxhfUY9eBoPgQcJuCKi3oBePEcwDkiXMTibJkNnZZaZXCUs+wosHRbz6Pd78GyfJHjSxoKGo6qa7K4ilMOi6305ubX1jcyu/XdjZ3ds/KB4eNU2UaMYbLJKRbgfUcCkUb6BAydux5jQMJG8F49uZ33rk2ohIPeAk5n5Ih0oMBKNopdZTL/UuKtNeseSW3TnIKvEyUoIM9V7xq9uPWBJyhUxSYzqeG6OfUo2CST4tdBPDY8rGdMg7lioacuOn83On5MwqfTKItC2FZK7+nkhpaMwkDGxnSHFklr2Z+J/XSXBw5adCxQlyxRaLBokkGJHZ76QvNGcoJ5ZQpoW9lbAR1ZShTahgQ/CWX14lzUrZq5av76ul2k0WRx5O4BTOwYNLqMEd1KEBDMbwDK/w5sTOi/PufCxac042cwx/4Hz+AK6Njyk=</latexit>

w0,2

<latexit sha1_base64="Qdq2+/aykujZ20G0mZoM7xiODiM=">AAAB7nicbVDLSgNBEOyNrxhfUY9eBoPgQcJuCKi3oBePEcwDkiXMTibJkNnZZaZXCUs+wosHRbz6Pd78GyfJHjSxoKGo6qa7K4ilMOi6305ubX1jcyu/XdjZ3ds/KB4eNU2UaMYbLJKRbgfUcCkUb6BAydux5jQMJG8F49uZ33rk2ohIPeAk5n5Ih0oMBKNopdZTL3UvKtNeseSW3TnIKvEyUoIM9V7xq9uPWBJyhUxSYzqeG6OfUo2CST4tdBPDY8rGdMg7lioacuOn83On5MwqfTKItC2FZK7+nkhpaMwkDGxnSHFklr2Z+J/XSXBw5adCxQlyxRaLBokkGJHZ76QvNGcoJ5ZQpoW9lbAR1ZShTahgQ/CWX14lzUrZq5av76ul2k0WRx5O4BTOwYNLqMEd1KEBDMbwDK/w5sTOi/PufCxac042cwx/4Hz+AK0Gjyg=</latexit>

min
X0,X1,X2

�
(X0 +X1 � log 350)2 + (X1 +X2 � log 1015)2 � (X0 +X2 � log 290)2

�

<latexit sha1_base64="/iL72miW//bb8v+jjddYIyG+GVk="></latexit>

s.t.
X

Xi = logN

<latexit sha1_base64="EVRJHxn7BoSEa0NE7+KYigzEs3A=">AAACBHicbVDLSsNAFJ3UV62vqMtuBovgKiQiqAuh6MaVVLAPaEKYTCft0JlMmJmIJXThxl9x40IRt36EO//GaZuFth64cDjnXu69J0oZVdp1v63S0vLK6lp5vbKxubW9Y+/utZTIJCZNLJiQnQgpwmhCmppqRjqpJIhHjLSj4dXEb98TqahI7vQoJQFH/YTGFCNtpNCu+jwSD7lytAPHvso47IT0wmeiD29Cu+Y67hRwkXgFqYECjdD+8nsCZ5wkGjOkVNdzUx3kSGqKGRlX/EyRFOEh6pOuoQniRAX59IkxPDRKD8ZCmko0nKq/J3LElRrxyHRypAdq3puI/3ndTMdnQU6TNNMkwbNFccagFnCSCOxRSbBmI0MQltTcCvEASYS1ya1iQvDmX14krWPHO3HOb09q9csijjKoggNwBDxwCurgGjRAE2DwCJ7BK3iznqwX6936mLWWrGJmH/yB9fkDlCeXbA==</latexit>
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APPROXIMATE RECONSTRUCTION
RANGE QUERIES
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APPROXIMATE RECONSTRUCTION
RANGE QUERIES
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First attacks that combine Search Pattern and 
Access Pattern Leakage to                  

                    such as uniform query distribution.                             

overcome strong
assumptions

S&P’20

: @kornaropoulos
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