The State of the Uniform:

Attacks on Encrypted Databases
Beyond

the Uniform Query Distribution
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Leakage: Information Revealed by Construction
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Attack Algorithms

KPT
KKNO

LMP
GLMP GENERALIZEDKKNO
GLMP APPROXVALUE
GLMP AOR to ADR

Query Type

k-NN
Range
Range
Range
Range
Range

Assumptions
Query Data Values 1n a Known Known Dense
Distribution Fixed Region Data Distribution | Query Distribution | Database

— Uafom [ - [
— Onform | - | - - [ -
— Agnese [ - | - - | e
— Owlorm [ - -
— Onform | e | - - [ -
— Agnoste | - | e e [ -
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Value Reconstruction Assumptions
Attack Al Lorithms Query Data Values 1n a Known Known Dense
. Distribution Fixed Region Data Distribution | Query Distribution | Database

KPT  Yafom | - ! 00- 0 000- | -

KKNO .~ Unifom | - ! - - 0 -

LMP . Aegnostic | - 2 000- 0 - | ®

GLMP GENERALIZEDKKNO . Yafom | - - - | -
GLMP APPROXVALUE .~ Unifom | e | - 0 - | -

GLMP AOR to ADR | Agnostic | - 2| & | & | -

[KM] - EUROCRYPT’19
* While there has been some progress on designing leakage attacks
against STE [9,24,30,32], these attacks remain mostly of theoretical interest
due to the strong assumptions they rely on.”
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INTRO

Value Reconstruction : Assumptions I
Query Data Values 1n a Known Known Dense

Attack Algorithms Distribution Fixed Region Data Distribution | Query Distribution | Database

KPT  Yafom | - ! 00- 0 000- | -

KKNO .~ Unifom | - ! - - 0 -

LMP . Aegnostic | - 2 000- 0 - | ®

GLMP GENERALIZEDKKNO . Yafom | - - - | -
GLMP APPROXVALUE .~ Unifom | e | - 0 - | -
GLMP AOR to ADR | Agnostic | - | & | & | -

| This Work k-NN & Range |  Agnostic | - | - | - | -

S&P’'20

The State of the Uniform: Attacks on Encrypted
Databases Beyond the Uniform Query Distribution

Evgenios M. Kocrmaropoulcs Chieralampos Papamanthou Roberto Tamassia
UL Herke oy Lmveraty of Maryland Hrown Lineversity

Abstraci—Rexent loundational work on lcaXage-abuse anacks . = :
o emerypled databeses bas broadened our wederstamdiog of | Plaintext Valoes
whot an adversary can accomplish with o standard leakege .- Hecorenudtod Vales
prufike. Nevertheles, all known value recoosiruction attacks 1
succeed under strong assumptions that may net hald in the real
wurld, The wost prevaload aswnption is thal querss arve Braed
uniarmly at randem by the clienl. Ve presenl the fiest valoe
recomsiruction aftucks thal sacceed without any kneledye coour
the query or dada distrbution. Our approach uses the search.
patiern leakage, which exlsts Im 2ll kmown structured @ncrypthon
schemes bat has not heen Tally exploed sa far. AR the core
of our methed Hes 2 suppurt slze estmator. & technique that
utilizes the repetition of search tokens with the same response tn
etimate distances between eneryptled values without any assump-
thoms abawt the underiying distribabion. Ve develop distribotion.
agnostic reeonstruetion attacks for beth runge querdes and 5 pic | visual companiscn bateen plomiest valaes of real world privote
nearest-neighbor (k-NN] queries based on infermation extracled oo ncuion datnst SPIZ (in red) ard vawss reccastricied by our avack
from the search-pattern leakage, Our new range attack follows  Acxo0sTIC-RECONSTRUCTION-KNN oe &-NN querics under @ Guaner'ar
a different algorithmic appreach than state.ofithe-art attacks,  divedsiaw and L = 10 Go dal) D allak ahicees o op rosiosil:
which ere finc-tuncd to Suceced under the unifermly distributed “eccastructoa (17 under a noo-unifcam quesy disuibutee wnc (2) *i faf
queries. Instead, we reconstruct plaintext values under a variety  “0¢ ouwies and kuger & valves compared o zeevious woek (53]
of skewed query distributions and even outperform (he accUracy  and/nr dara discrizution. In this paper. we take the noxt sicp
of previous approaches wnder the vniferm query distribultion 1 drrromcirade the firer off clanr reanmehering | )
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&). STATE OF THE UNIFORM

NEW INSIGHTS ON LEAKAGE EXPLOITATION

LG
Search Pattern Leakage

REVISIT RANGE APPROXIMATE RECONSTRUCTION

no assumptions about the query
or data distribution
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STATE OF THE UNIFORM
ASSUMPTIONS OF THE ATTACKS

BOUNDARIES:
Known boundaries a and 3

STATIC:
No updates in the database

EXACT RESPONSES:

No false positives records or missing records
QUERY DISTRIBUTION:

Fixed distribution with non-zero probabilities. Queries are i.i.d.

17



WHAT CAN THE ADVERSARY LEARN FROM THE
SEARCH PATTERN LEAKAGE ?
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® (onsider a token as an ‘‘encrypted pair of boundaries’
® Partition the token-response with respect to the

lllllllllllllllllllllllllllllllllllllll

E:PRFK( CX ) é é How many

: PRF; (@, @) ) H - B that return response 5 = 5 ?
PREE( (7, ©)) = E

rc((0.0)  BER |

i (0.0) BEB |

---------------------------------------
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® (onsider a token as an ‘‘encrypted pair of boundaries’
® Partition the token-response with respect to the
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E:PRFK( CX ) é é How many

: PRF; (@, @) ) H - B that return response 5 = 5 ?
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|:| STATE OF THE UNIFORM

® (onsider a token as an ‘‘encrypted pair of boundaries’
® Partition the token-response with respect to the

How many
that return response 5] = [4

Observed

Unobserved
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Lower Boundary Upper Boundary

—

Number of with response (©) (©) (©)?

‘QT‘ — d(U(),U1> ' d(Ug,U4)

If we infer the number of we learn the
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® (onsider a token as an ‘‘encrypted pair of boundaries’
® Partition the token-response with respect to the

E.PRFK( CK ) é g ‘ ' Can we how many ' '

PRFx ( (@.@) ) % g _ that return response 5} || 5] ?

E ' — +: T:Random variable takes values from universe of tokens

E PRFK( (@, @) ) é a - R: Random variable takes values from universe of Responses
rrrc((0.0))  HEH |

i ((0.@)  H LB
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I LET’S TALK ABOUT SUPPORT SIZE
ESTIMATORS

JACKKNIFE

® Non-parametric

® Frequency of each token as input

® Based on bias reduction, order decided based on the sample

VALIANT-VALIANT

® Non-parametric
® Frequency of each token as input

® “Simplest Histogram”

21



WHAT CAN THE ADVERSARY LEARN FROM THE
SEARCH PATTERN LEAKAGE ?
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WHAT CAN THE ADVERSARY LEARN FROM THE
SEARCH PATTERN LEAKAGE ?

Answer: From Frequencies of tokens we can estimate the
product of pairwise distances
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Q | OVERVIEW OF THE ATTACK

d(a,v,) =L, d(v,,v,) =L, d(v,,B)=L,
et e e S

Plaintext: I
a 3
Support Size Estimation
on Tokens

vy
o
— — . . o 9
: |||I Ill . a1 | = Lol =350 i, (P Ly = 350)
L.

Tokens for ‘ s.t. Z L,=N
al L; >0
o
= —_—
E =0l - | ' L1L2 — 1015

Tokens for ‘

Frequency
I
|
I
H
I

= [ L, =290

29

Choose Lengths that agree with
the Estimations

(L1 - Lo —1015)* — (Lo - Ly — 290)°)




Q | OVERVIEW OF THE ATTACK

d(v,,v,) =L, d(v,,B)=L,

—t— — T

Support Size Estimation
on Tokens

=P L, = 350

=P [ I, =1015

d(a,v,) =L,
Plaintext: I
A
E IIII III| m I
Tokens for‘
.:*_’l =0l =u. 1
Tokens for @)

Frequency
I
|
I
H
I

= [ L, =290

Choose Lengths that agree with
the Estimations

; . —_— 2 . —_— 2— . D — 2
,min ((Lo - L1 — 350)% + (L - Ly — 1015)* — (Lg - Ly — 290)7)

s.t. ZLZ- ~ N

_min_ ((Xo + X1 —1og 350)% + (X1 + X2 — log 1015)% — (Xo + X2 — log 290)?)
0y)y<Ar1y422

s.t. ZXi = log N
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I
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; . —_— 2 . —_— 2— . D — 2
,min ((Lo - L1 — 350)% + (L - Ly — 1015)* — (Lg - Ly — 290)7)

s.t. ZLZ- ~ N

wo,1 w1i,2 wo,2

min @0(4' X —log 350)° ""6(1(4- X5 —1og1015) —'6(0(4- X2 — log 290)°)

X07X17X2

s.t. ZXi = log N
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RANGE QUERIES

N
N

Uniform Query Distribution, N=1 03, Q=104
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RANGE QUERIES
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Access Pattern Leakage to overcome strong

assumptions such as

The State of the Uniform: Attacks on Encrypted
Databases Beyond the Uniform Query Distribution

Evgenios M. Komaropoulos
UL Herke ey

Abstraci—Recent loumdational work on lcaXage-ahuse anacks
o emcrypled databeoses bhas broadened our wederstamdiog of
whot an adversary can accomplish with o standard leaksge
prufile. Nevertheless, all known wvalue reconsiruction attmcks
succeed under strong assumptions that may net hald in the real
wurld, The wost prevalad aswmnption is thal querivs arve Bssuel
uniarmly at randem by the clienl. Ve presenl the fest valoe
recomsiruction attucks thul sacceed without any knesfedye coou
the query or data distribution. Our approach uses the search.
pattern leakage, which exists Im all kmown structured encryption
schemes bat has not been Tally explodted sa far. At the core
of our methed Hes a suppurt slze estmator. & technique that
utilizes the repetition of search tokens with the same response o
ectimate distances between encrypled values without any assump-
thoms ahawt the underlying distribation. Ve develop distribotion.
agnoste reeonstruetion attacks for beth runge guerles and A-
nearest-neighbor (A-NN] queries based on infermation extracted
from the search-pattern kakage, Our new range attack follows
a different algorithmic appreach than state.ofcthe-awrt attacks,
which gre fing-tuncd to suceced under the uniformly distributed
queries. Instead, we reconstruct plaintext values under a variety
of ehewed auery distributione and sven sutnerform the accuracs
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Fig. 1. Visuol compansca batreca plamiest valaes of real world privote
peooceon datmsct SPIZ (e red ard vawss reccastriciod by our avack
ACNOSTIC-RECONSTRUCTION-KNN oo &-NN querics under a Ganeriar

divtrilwiaom and £ = 10 G 'dal) D altak shicses e op sosinmis

reccastructon (1) under a noo-anifcam quesy disuibutor wnc (2) wit Ra)
e ouerkes and lurger € values compared o teevous woek (53]
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First attacks that combine Search Pattern and

uniform query distribution.

Value Reconstruction

Assumptions

. Query Type Que Data Values in a Known Known Dense
Attack Algorithms S Distribflirion Fixed Region | Data Distribution | Query Distribution | Database
KPT k-NN Uniform - - - -
KKNO Range Uniform - - - -
LMP Range Agnostic - - - o
GLMP GENERALIZEDKKNO Range Uniform - - - -
GLMP APPROXVALUE Range Uniform @ - - -

GLMP AOR to ADR

Range

Agnostic

This Work

k-NN & Range

Agnostic
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